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The results showed 

 50 percent of the tablets
 44 percent of the hard drives
 13 percent of the mobile phones

retained personally 
identifiable information.

258 used storage devices 
bought on secondary market

Source: NAID, March 2017

http://www.naidonline.org/nitl/en/consumer/news/5845.html
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Topics

» Where data is stored

» When data needs to be destroyed

» Why data needs to be destroyed

» NIST 800-88: Guidelines for Media Sanitization – a framework 
for a comprehensive data destruction program
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Where data is stored
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Internal 
redeployment • Employee changes

• Business changes
Repair/Replace 

– internal or 
external

• Scheduled refresh
• Break/fix

Disposal –
leave 

organization • ITAD vendor
• Lease returns
• Donations, employee sales

When data needs to be destroyed
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Why data needs to be destroyed
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» Prevent a data breach 

» Comply with law: HIPAA, CJIS, FACTA, etc. 

» Organizational Policy

 Risk Assessment – where are you at risk from a data breach?

⁻ §164.308(a)(1)(ii)(A) Risk analysis (Required): Conduct an accurate and thorough 
assessment of the potential risks and vulnerabilities to the confidentiality, integrity, 
and availability of ePHI held by the covered entity or business associate 

(Security Rule of HIPAA, 1996)
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Healthcare Data Breach Investigations
Nov 2015 – Nov 2017

Hacking/IT Incident

Improper Disposal

Loss

Theft

Unauthorized
Access/Disclosure

19% of 
reported 
breaches

Source: U.S. Dpt. of Health and Human Services
Office for Civil Rights

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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NIST 800-88
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“This guide will assist organizations…
in making practical sanitization decisions 
based on categorization of  information” 
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NIST 800-88
» Practical, real world reference for media sanitization 

guidance and compliance 

» Introduced in 2006, updated Dec, 2014 (Revision 1) 
to address changing technologies

» Replaced DoD 5220.22M standard in regulatory and 
certification practice

» Referenced in many other security rules, regulations 
and standards
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How to destroy data
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» Electronic sanitization
• Over-writing

• Cryptographic erase

» Physical destruction

• Degaussing magnetic media

• Shredding (shred size depends on media)

• Pin, waffling

Note:
NIST considers any of 
these forms of data 
destruction as a type 
of “Sanitization.”

Media sanitization is a process by which data is 
irreversibly removed from media or the media is 

permanently destroyed.
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Classification of  sanitization methods

Clear: protection against a 
keyboard attack

Purge: protection against a 
laboratory attack

Destroy: media cannot be reused 
(physical destruction)
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Sanitization is more complex with SSDs, mobile devices, enterprise 
equipment, increased customization, flash media, etc.

» Larger volumes of specialized testing required

» Requires higher level of knowledge & skill from technicians

» Additional hardware, software, and peripherals – flexible testing stations

» Increase in servers X increase in HDD storage = more capacity needed

» Testing requirements (e-Stewards, R2, NAID, etc)

» Licensing requirements

12

Increasing complexity of  testing & sanitization
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Example in NIST 
Guidelines of how to 
meet each sanitization 
level for a type of 
media.
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Sanitization methods for various media
14
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Sanitization methods for various media
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Sanitization methods for various media
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Sanitization methods for various media
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Sanitization methods for various media
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Sanitization methods for various media
19
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Sanitization methods for various media
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Which type of  sanitization level to choose?
Potential Impact Analysis:
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Potential 
Impact Definitions

Low Loss of confidentiality, integrity, or availability could be 
expected to have a limited adverse effect on organizational 
operations, organizational assets, or individuals.

Moderate Loss of confidentiality, integrity, or availability could be 
expected to have a serious adverse effect on organizational 
operations, organizational assets, or individuals.

High Loss of confidentiality, integrity, or availability could be 
expected to have a severe or catastrophic adverse effect on 
organizational operations, organizational assets, or 
individuals.

NIST FIPS 199 Standards for Security Categorization of Federal 
Information and Information Systems 
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Where will data bearing devices go?

Under Organizational Control: 
» Media are considered under organizational control if contractual agreements are in 

place with the organization and  the [vendor] specifically provides for the 
confidentiality of the information. 

» “Maintenance” being performed on an organization’s site, under the organization’s 
supervision.

Not Under Organizational Control:
» Media exchanged for warranty, cost rebate, 

or other purposes and where the specific media 
will not be returned to the organization. 
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Using NIST Guidelines to build your data destruction program

» Identify data storage media
» What is the organization’s control of data (internal/external)?
» What is the potential impact of loss of data
» Assign the correct sanitization level

• Types of media
• What info may be on media (potential impact)
• Who controls media

23
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NIST 800-88

Guidance on 
Sanitization and
Disposition
Decisions
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NIST 800-88 
Revision 1 -
Figure 4-1: 
Sanitization and 
Disposition Flow
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NIST 800-88

Use NIST guidelines to:

» Set a policy for managing data risk on retired, repurposed and reused assets

» Provide a comprehensive review of what data bearing devices you own and manage

» Develop and implement training and controls (including sanitization methods) 
consistent with policy

» Ensure proper implementation within and outside of the organization's control

25
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Elements of  a data security management program
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» Multi-stakeholder involvement 

» Understanding of risks 

» Comprehensive Policies and Procedures 

» Tools to manage assets throughout their lifecycle 

» Training and accountability of staff to implement processes 

» Integrated solutions with providers 

» Processes to evaluate and continually improve 

» Separate data security element from value recovery goals



Neil Peters-Michaud

Cascade Asset Management

npm@cascade-assets.com

www.cascade-assets.com
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http://www.cascade-assets.com/
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